Security Awareness Program Maturity Survey
🎯 Purpose
This survey evaluates your organization's security awareness program across five key maturity dimensions using a custom five-level maturity model:
· Ad Hoc
· Foundational
· Behavioral
· Embedded
· Optimized
Each section includes question types labeled accordingly:
· Likert Scale (0–4)
· Multiple Choice
· Open Text (qualitative insight only)

🧩 Section 1: Organizational Demographics
(All Respondents — informational only)
1. What is your organization’s industry?
[Multiple Choice / Dropdown]
2. How many employees does your organization have?
[Multiple Choice]
3. What region(s) does your organization operate in?
[Multiple Choice – Check All That Apply]
4. What is your role/title?
[Open Text]
5. Does your organization have a dedicated budget for security awareness?
[Multiple Choice]
· Yes
· No
· Don’t know

🛠️ Section 2: Strategy & Leadership
(Cybersecurity Leaders + Practitioners — Likert Scale)
1. Our security awareness program has documented executive sponsorship.
2. We have a formal, written strategy or roadmap for awareness efforts.
3. Awareness goals are clearly aligned with business and risk priorities.
4. Security awareness is included in onboarding, offboarding, and employee lifecycle processes.
5. Awareness efforts are prioritized based on risk assessments or threat intelligence.
Open Text:
What is the biggest driver of your awareness program today?

📢 Section 3: Content & Communication
(All Respondents — Likert Scale)
1. Awareness content is customized for different roles or departments.
2. We use multiple communication channels to distribute awareness content.
3. Awareness content is clear, actionable, and accessible to all users.
4. We conduct at least one major awareness campaign annually.
5. Content is updated regularly to reflect emerging threats or behavioral trends.
Open Text:
What is one message or campaign that was particularly effective?

💡 Section 4: Behavior & Culture
(All Respondents — Likert Scale)
1. Employees know how and where to report phishing or suspicious activity.
2. Secure behavior is observable without needing frequent reminders.
3. Employees view cybersecurity as part of their responsibilities, not just IT’s.
4. Awareness topics are discussed or reinforced by team leaders or peers.
5. We celebrate and reinforce positive security behavior (e.g., rewards, recognition).
Open Text:
How would you describe the current security culture in your organization?

📊 Section 5: Measurement & Optimization
(Cybersecurity Leaders + Practitioners — Likert Scale)
1. We track metrics that show behavior change (e.g., reporting rate, simulation response).
2. Awareness KPIs are reported to senior leadership or the board.
3. We use data and feedback to improve future awareness activities.
4. Results from simulations or real-world incidents shape our training priorities.
5. Our awareness program improves year over year based on lessons learned.
Open Text:
What metrics or outcomes matter most to your leadership?

🤝 Section 6: Engagement & Enablement
(Cybersecurity Leaders + Practitioners — Likert Scale)
1. We have a security champion or ambassador program.
2. Champions help deliver or localize awareness content within departments.
3. Champions are trained to reinforce secure behavior and handle peer questions.
4. Employees have access to interactive and hands-on learning (e.g., simulations, games, workshops).
5. Feedback from users is actively sought and used to guide awareness efforts.

🧭 Section 7: Final Maturity Self-Assessment
(All Respondents — Multiple Choice)
Which best describes your current awareness program maturity?
· Level 1: Ad Hoc – Awareness activities are informal or reactive.
· Level 2: Foundational – The program exists and satisfies compliance requirements.
· Level 3: Behavioral – Efforts are focused on changing employee behavior.
· Level 4: Embedded – Secure behavior is integrated into culture and processes.
· Level 5: Optimized – Program is data-driven, adaptive, and risk-aligned.

🔢 Scoring Instructions (For Analyst Use)
Per Category (Dimensions):
· Each Likert item: 0–4 points
· Compute average for each category:
· Strategy & Leadership → Section 2
· Content & Communication → Section 3
· Behavior & Culture → Section 4
· Measurement & Optimization → Section 5
· Engagement & Enablement → Section 6
Maturity Mapping:
	Avg. Score
	Maturity Level

	0.0–0.9
	Level 1 – Ad Hoc

	1.0–1.9
	Level 2 – Foundational

	2.0–2.9
	Level 3 – Behavioral

	3.0–3.4
	Level 4 – Embedded

	3.5–4.0
	Level 5 – Optimized


Optional:
· Weight scores by respondent type
· Create radar charts by category
· Identify the lowest-scoring category as the "focus area" for improvement
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